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1 Introduction 

1.1 Purpose 
This document describes the MOST functions and services required to enable High-bandwidth Digital 
Content Protection System Interface Independent Adaptation [4]. 

Note: Every usage of HDCP requires a license agreement with Digital CP (Digital Content Protection 
LLC). In particular, the implementation of this HDCP specification on the MOST network requires full 
compliance with the HDCP license agreement and its procedural appendix, compliance rules, and 
policy statements. The details of HDCP can be found at www.digital-cp.com. 
 

1.2 Terms and Abbreviations 
 
BW  BW relates to allocated block width 
HDCP  High-bandwidth Digital Content Protection 
Sink  The target of a data transfer 
Source  The origin of a data transfer 
TS  Transport Stream 
 

http://www.digital-cp.com/
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2 HDCP Functions 
The following functions are contained in the HDCP FBlock Specification [7].  

FktID Name 
0x0C0 HDCP_ReceiverConnectedIndication 
0x0C1 HDCP_ReceiverDisconnectedIndication 
0x0C2 HDCP_Control 
0x0C4 HDCP_DecipherStatus  
0x0C5 HDCP_Assign 

Table 2-1: HDCP functions 

For MOST, packets use an FBlockID and InstID determined by procedures above the HDCP layer. 
Also, parameter values spanning more than one byte follow the convention in [1] of sending the most-
significant byte first. 

An FBlock represents not more than one HDCP transmitter (otherwise addressing with FBlockID and 
InstID would not be sufficient). 
Different MOST sources of the same FBlock will be seen as one HDCP transmitter which uses the 
same session key; refer to the HDCP Interface Independent Adaptation Specification [4], p. 52. 

For RTT the pre-computed option is mandatory. 

The following events required by the HDCP Interface Independent Adaptation Specification [4] are 
mapped to corresponding MOST functions: 

HDCP event MOST function 
Receiver Connected Indication HDCP_ReceiverConnectedIndication 
Receiver Disconnected Indication HDCP_ReceiverDisconnectedIndication 
HDCP-capable This information is provided by SourceInfo / 

SinkInfo [6] 
The Upstream Content Control Function according to [4] is beyond this specification. 

Table 2-2: Mapping HDCP events to MOST functions 
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3 Protected Content 
For implementing the HDCP mechanisms, the data to be protected is encrypted, transmitted and 
decrypted. Embedded information (e.g., HDCP Info Bytes) has to be transported as part of the 
encrypted section. 

In Figure 3-1, Figure 3-3, and Figure 3-4, the payload is encrypted. In Figure 3-2, it is not encrypted. 
 

3.1 A/V Streaming 
Packetizing of streaming content (A/V Packetized) 
The streaming content is packetized in a Transport Stream [5]. 

TS
Header 
Bytes

PES header 
incl.

PES private 
data

PES
Payload

TS
Header 
Bytes

PES
Payload

...
 

Figure 3-1: Example MOST HDCP  

 
When HDCP encryption is disabled, the PES header HDCP private data block is not included. 

TS
Header 
Bytes

PES header PES
Payload

TS
Header 
Bytes

PES
Payload

...
 

Figure 3-2: Example without HDCP encryption  

3.2 GenericPCM 
GenericPCM with HDCP (Synchronous Transmission Class) 

PES header
incl.

PES private
data

Payload ...
PES header

incl.
PES private

data

Payload

 
Figure 3-3: Example GenericPCM with HDCP 

GenericPCM with HDCP (via PES/TS) 
The streaming content is packetized in a Transport Stream [5]. 

TS
Header 
Bytes

PES header 
incl.

PES private 
data

PES
Payload

TS
Header 
Bytes
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Payload
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Figure 3-4: Example GenericPCM via PES/TS 
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4 Message Sequence Charts 
The following dynamic specification is an implementation recommendation. There may exist valid 
reasons in particular circumstances to ignore a particular item, to change its detailed behavior or to 
add items, etc. However, the full implications (e.g., interoperability) must be understood and carefully 
weighted before choosing a different course. 

4.1 Overview 
In the example collaboration diagram, a complete HDCP connection establishment (Authentication 
followed by a Content Key Exchange) is illustrated.  

For reasons of clarity, requests and responses are merged, if possible (without referring to the 
relevant OPTypes). Otherwise, the communication is outlined by explicitly using the OPTypes. 
 

HMI

Sink

Decoder functions

Source 

Encoder functions

1
SinkInfo

6
Allocate

3
HDCP_AKE procedure

4
ReceiverConnectedIndication.

ResultAck

7
Connect

2
ReceiverConnectedIndication.

StartResultAck
5

HDCP_Assign

 
Figure 4-1: Collaboration Diagram 1: HDCP Connection Establishment 

(Authentication Followed by a Content Key Exchange) 

HMI

Sink

Decoder functions

Source 

Encoder functions

4
DeAllocate

2
ReceiverDisConnectedIndication.

ResultAck

3
DisConnect

1
ReceiverDisConnectedIndication.

StartResultAck

 
Figure 4-2: Collaboration Diagram 2: HDCP_Disconnection 
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4.2 The HDCP Receiver is connected 
Use Case: The HDCP receiver is connected  
Description: The HDCP receiver is connected. If the receiver is HDCP-capable the HDCP 

Authentication Process is executed. 
Prior 
Condition:  

Initiator: Passenger Internal Comment 
X   

Remarks:  

Table 4-1: The User Requests an HDCP Audio Connection 

msc UserReques tsHDCPAudioConnection

HeadUnit

Controller

HDCP_Device

Source.0x01

HDCP_Device

Sink.0x01

User_action
(User_requests_an_HDCP_

audio_connection=_)
SinkInfo.Get
(SinkNr=_)

SinkInfo.Status
(SinkNr=_, DataType=_, DataDescription=_)

RequestAKE

opt

when (AuthenticationSuccessfullyFinished = true)

opt

when (SeveralTransmitters = true)

HDCP_Ass ign.StartResultAck
(...)

HDCP_Ass ign.ResultAck
(...)

Allocate_Connec t_Activate

 
Figure 4-3: The HDCP receiver is connected 
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4.3 Request Exchange Key Calculation 
Use Case: Request for calculating the Exchange Keys 
Description: The HeadUnit starts the HDCP Authentication Procedure and therefore initiates the 

calculation of the Exchange Keys. 
Prior 
Condition:  

Initiator: Passenger Internal Comment 
 X  

Remarks: The AKE is done on device-level 

Table 4-2: Request Exchange Key Calculation 

msc RequestAKE

HeadUnit

Controller

HDCP_Device

Source.0x01

HDCP_Device

Sink.0x01

HDCP_ReceiverConnectedIndication.
StartResultAck

(...)

AKE

HDCP_ReceiverDisconnectedIndication.
ResultAck

(...)

 
Figure 4-4: Request Exchange Key Calculation 
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4.4 Allocate, Connect and Activate 
Use Case: Allocate, connect and activate  
Description: The HeadUnit allocates synchronous timeslots on the MOST network, connects the 

audio source and sink to it and optionally activates the output of audio data. 
Prior 
Condition:  

Initiator: Passenger Internal Comment 
 X  

Remarks:  

Table 4-3: Allocate, Connect, and Activate 

 

msc Allocate_Connect_Activate

HeadUnit

Controller

HDCP_Device

Source.0x01

HDCP_Device

Sink.0x01

Allocate, Connec t

opt

SourceActivity
(SourceNr=_, Activity='ON')

 
Figure 4-5: Allocate, Connect, and Activate 

 
 

4.5 Calculate Exchange Key  
Perform the exchange key calculation according to HDCP Specification [4]. 

4.6 SRM 
Perform the SRM update according to HDCP Specification [4]. 
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4.7 Error Handling: Decode Error of the Sink Device 
Use Case: Decode error of the sink device 
Description: A decode error of the sink device occurs, while the sink receives encoded data. 
Prior 
Condition:  

Initiator: Passenger Internal Comment 
 X  

Remarks:  

Table 4-4: Decode Error of the Sink Device 

 

msc SinkDecodeError

HeadUnit

Controller

HDCP_Device

Source.0x01

HDCP_Device

Sink.0x01

opt

when ( a decode error occurs )

HDCP_Dec ipherStatus.Status
(..., DecipherStatus='DecodingError')

Error detection

 
Figure 4-6: Decode Error of the Sink Device 
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