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1 Introduction

1.1 Scope and Prerequisites

This recommendation defines tests to be passed to ensure interoperability of MOST-DTCP enabled
devices.

This document is not a DTCP compliance test. Each equipment checked versus this compliance
document is expected to comply with DTLA’s DTCP specification.

It is a prerequisite that the device under test complies with the MOST specification. Therefore the
MOST channel allocation and connections procedures shown in the MOST-DTCP specification are not
in the scope of this document.

1.2 Conditions to Claim Compliance

To claim compliance, a device or system has to:

e pass the “Authentication” test for at least one of the authentication procedures (full and/or
restricted),

e pass the “Data packing and unpacking” test for each data type and transport type the device
claims compliance with,

e behave according to the “Error cases” tests in case of error.

A compliance matrix document (example template in chapter 4) shall be used to report test results.

Note:

A device may comply with optional features from the MOST Content Protection Scheme
specification if it passes the corresponding tests. In that case, the optional steps supported in
the different test items have to be reported in the compliance matrix. However, actual
implementation of these optional features in the final system should be subject to an
agreement between the different parties involved.

1.3 Terms and Abbreviations

Controller: the device controlling the protocol

DTCP: Digital Transmission Content Protection

DUT: device under test

MOST: Media Oriented System Transport

Sink: target of a data transfer

Source: origin of a data transfer

Specification Document © Copyright 1999 - 2005 MOST Cooperation. All rights reserved. MOSTCO Confidential
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1.4 References Documents

e MOST Content Protection Scheme Specification — DTCP Implementation, MOST Co., rev. 2.1

e MOST Stream Transmission Specification, MOST Co, rev. 1.1

e DTCP volume 1 supplement B: mapping DTCP to MOST, DTLA, rev. 1.2a

o Digital Transmission Content Protection Specification, 5C, rev. 1.3

2 Core Functions

2.1 Authentication

Test item Remarks Test

procedure

Full authentication The SRM sequence test and the content key request test | Full

sequence are included in this test. authentication
A device claiming compatibility must pass at least one of
both authentication sequence tests.

Restricted The SRM sequence test and the content key request test | Restricted

authentication are included in this test. authentication
A device claiming compatibility must pass at least one of
both authentication sequence tests.

SRM update Even if official SRM content was not released yet by the SRM update
DTLA, the system under test needs to support the
procedure anyway.

Content key request | This test is called from the full authentication sequence. Content key
However, a device may request the content key request
independently from the authentication.

Device status query Tests the DTCP_CipherStatus method for state machine’s | Full /
status and exchange keys availability. Restricted

authentication
Table 2-1: Authentication Test Functions
2.2 Data Packing and Unpacking

Test item Remarks Test

procedure

Generic synchronous | The test procedure describes a global method to test the Generic

format correct transmission of synchronous data, according to synchronous
the MOST Stream specification (chapter MOST-DTCP). format

Isochronous transfer | This test procedure describes a global method to test the | Generic

correct transmission of streamed data according to the
MOST stream specification.

packet format

Table 2-2: Data Packing / Unpacking Test Functions

Specification Document
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2.3 Error Cases

Test item Remarks Test
procedure

Command rejection None Error behavior
Reception of an error | None Error behavior
message

Cipher error Test the DTCP_CipherStatus routine for cipher status Error behavior

parameters.
Error status query Tests the DTCP_Status method. Error behavior

Table 2-3: Error Cases Test Functions

3 Procedure of MOST-DTCP Compliance Test
3.1 Test Output / Error Codes

One or more error codes represent the output of each test. This output shall be displayed using the
following format:
“TestGroup.Test.Error(parameters)”.

Elements of the output format:

e TestGroup is a number referring to the sub-chapter of the chapter 3.3 Test Descriptions
e Testis a number referring to the test item within the chapter 3.3
e Erroris a number describing the type of error (see the error parameters array below in Table 3-1)

e The parameters list specifies the conditions of the error (for example if a parameter was wrong,
what parameter exactly).

An error causes the termination of the test in progress.

In the case when the error is caused by a parameter which is not in the scope of this specification
(DTLA time out for example or a rejected message) a warning will be issued. The behavior of the
system in case of a warning condition is not defined. Warnings are provided as a mean for third party
test labs to report such problems that are not covered by the specification but will most likely block any
further testing.
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x.X.Error | Meaning Parameters Comment
x.x.0 SUCCESS None
x.x.1 ERROR: Wrong Test step The address part of the MOST
address. message is wrong.
X.X.2 ERROR: Wrong Test step The MOST-DTCP command
command. seen on the bus is not the
command expected according
to the specification.
X.X.3 ERROR: Invalid Test step, [wrong One ore more parameters in the
parameter(s) parameters] MOST-DTCP command body
are wrong.
X.X.4 ERROR: SRM triggered | None
without reason.
X.X.5 ERROR: wrong packet Test step, [wrong
header parameters]
X.X.6 ERROR: wrong info Test step, [info in,
bytes info out]
X.X.7 ERROR: wrong packet Format
size
X.X.8 ERROR: wrong Stream type
encryption frame size
x.x.9 ERROR: wrong data out | Channel,
pattern,[data in, data
out]
x.x.10 ERROR: wrong Command,
command not rejected [parameters list]
x.x.11 ERROR: cipher error, None
wrong handling
x.x.20 WARNING: DTLA time Step
out.
X.X.21 WARNING: DTCP error, | Step In that case it is likely that the
a wrong key was used system will detect the error after
sending the
DTCP_Control.Result(response)
message. The step to return is
the step where the wrong key
was first used by the DUT.
X.X.22 WARNING: DTCP error, | Step A device used a command that
the device rejects the is not recognized by the other
command. side.

Table 3-1: Error Parameters Values

Specification Document
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3.2 Experimental Set-up

Input : test DVD MOST Spy Data log
device
i Data input T Data output
DTCP Source device / | — \ DTCP Sink device /
Tester. > Tester.

\{/

Controller (optionnal)

Figure 3-1: General Test Set-up

e An external controller has to be provided if necessary to trigger the AKE sequence and to allocate
MOST channels.

e If the device under test is a source, the sink has to be a tester device.

e |If the device under test is a sink, the source has to be a tester device.

3.2.1 Device under Test: Required Features

e For source devices: no peculiar requirement.
e For sink devices:

In order to implement the optional data packing / unpacking test, the sink devices under test have to
provide access to decoded data. In that case, and in order not to break the DTLA rules (no
unencrypted data accessible from outside the system), the sink devices under test have to be
specially prepared and reserved for the test, providing an access to the decoded data. Moreover the
test must run using the development key set. Therefore the tests for correct decoding of data in the
sink are only suited for the development stage, and not required for test houses (optional).
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3.2.2 Test Equipment: Required Features

3.2.2.1 Tester Device

A tester device is necessary for the tests, for example to simulate error conditions, or to test SRM
version changes.

3.2.2.1.1 Required Features for Authentication Test

The tester device must provide a way to change its SRM version number.

3.2.2.1.2 Required Features for Packing / Unpacking Test

The testing equipment is able to pack and unpack synchronous data and isochronous data. The
testing equipment logs data received and decoded, when used to simulate a sink. The testing
equipment logs data output decoded by the sink, when used to simulate a source (Optional, for
development only). The testing equipment compares received data versus sent data (Optional, for
development only).

3.2.2.1.3 Required Features for Error Test

The tester can generate a MOST command with an invalid parameter (Example: command ID OxFF).
The tester can generate DTCP_Control.Error messages on command. The tester can generate
DTCP_CipherStatus.CipherError messages on command.

3.2.2.2 Test Content

To run the tests for data packing and unpacking, test content has to be provided. To test a source
(data packing), this content can be provided on a test DVD. To test a sink (data unpacking), this
content is prepared and sent by the tester device (Optional, for development only).
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3.2.2.2.1 Synchronous Data

3.2.2.2.1.1 Device under Test is a Source: Test Data Fed in the Source.

e  Minimum requirement for the device
Packing at least stereo audio with 16 bits per sample.

e Test of the packet length
All channels set to value 0.

e Test of the encryption frame size (optional test)
Following byte values are allocated in that order to the different channels to help differentiate the
encryption frames on the bus.

Bytes 0 to 31: 0x00 (5 * encryption frame size)
Bytes 32 to 63: O0xFF (5 * encryption frame size)
Bytes 64 to 95: 0x00 (...)

etc.

Example:

Stereo (2 channels), 16 bits per sample (minimum requirement). This pattern leads to the appearance
on the bus of alternating data “packets” of 5-encryption frame size length, form which the encryption
frame size can be derivated.

Header ch. | Info ch. Data [0] Data [1] Data [2] Data [3]
Frame n Info[0] 0 0 0 0
Frame n + 1 Info[1] 0 0 0 0
Framen +7 Info[7] 0 0 0 0
Framen + 8 Info[0] OxFF OxFF OxFF OxFF
Framen +9 OxFF OxFF OxFF

3.2.2.2.1.1.1 Device under Test is a Sink: Test Data Sent by the Testing Device (Optional Test).

The testing device generates data arranged in:

e Stereo (two channels), 16 bit per sample,
e 6 channels, 16 bit per sample

e 6 channels, 24 bits per sample.

For each channel, the whole range of possible samples must be tested. This means

e for 16 bit per sample formats: 65 536 values,

e for 24 bits per sample format: 16 777 216 values.
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Example:
Stereo (2 channels), 16 bits per sample (minimum requirement).

Header ch. | Info ch. Data [0] Data [1] Data [2] Data [3]
Frame Info[0] 0x00 0x00 0x00 0x00
Frame 1 Info[1] 0x00 0x01 0x00 0x01
Frame 2 0x00 0x02 0x00 0x02
Frame 3 0x00 0x03 0x00 0x03
Frame 4 0x00 0x04 0x00 0x04
Frame n —1 OxFF OxFE OxFF OxFE
Frame n OxFF OxFF OxFF OxFF

3.2.2.2.2 Packet Data

3.2.2.2.2.1 Device under Test is a Source: Test Data Fed in the Source.

e  Minimum requirement for the device
Packing at least stereo audio, 16 bits per sample.

e Test of the packet length
Stream of “0” s.

e Test of the encryption frame size (optional test)
Data streamed is all O for the first encryption frame, all OxFF for the second, all O for the third, etc.

3.2.2.2.2.1.1 Device under Test is a Sink: Test Data Sent by the Testing Device (Optional Test).

The testing device generates a stream containing all values between 0x00000000 and OxFFFFFFFF
(2732 values).

3.3 Test Descriptions

Preliminary note:

According to the public DTLA documents, the payload in a control packet is limited to 128 bytes.
Bigger payloads will be fragmented in 128 bytes long packets that will then be sent consecutively. This
leads to looping sequences of  DTCP_StartControl.StartResult commands and
DTCP_StartControl.Result answers until a complete payload is transmitted.

To simplify the reading, this document always summarizes these potential looping sequences with one
single exchange “Command / Response”. The corresponding test steps are of course only successful
if all the expected payload packets have been successfully transmitted.
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3.3.1 Authentication

3.3.1.1 Full Authentication

Name of test Full authentication

Reference documents MOST Content protection scheme rev 1.1-09

DTCP supplement B: mapping DTCP to MOST

DTCP specification volume 1 (v1.3), informational version
Reference to core function Full authentication sequence

SRM update

Content key request

Motivation, Matter of interest | This test procedure checks the full authentication procedure. Test
of SRM update and content key request are included.

Device type DTCP source/sink

General / Prerequisite The test shall be ran for each EMI mode (copy-never, copy once
etc.) supported.

The test shall be ran under following conditions:

- Both SRM versions are same.

- SRM version of the source is newer than SRM version of the sink
- SMR version of the sink is newer than SRM version of the source
Test sequence/Test flow-chart

Action Result

Step 1 Controller to the DUT: Go to next step.
(Opt.) DTCP_CipherStatus.Get()

Step 2 DUT to the controller: YES, go to next step

(Opt.) DTCP_CipherStatus(...) Wrong address, err. 1.1.1
Authentication state should be Wrong command, err. 1.1.2
“Unauthenticated” Invalid parameter, err. 1.1.3.

Step 3 Controller to the sink: See step 2.

DTCP_StartProcess.StartResult

Step 4 Sink to the controller: YES, go to next step
(Opt) DTCP_StartProcess.Processing1 Wrong address, err. 1.1
Wrong command, err. 1
Invalid parameter, err. 1.1
Time out, warning 1.1.20
Step 5 Controller to the DUT: Go to next step.

(Opt.) DTCP_CipherStatus.Get()

A
1.2
3

Step 6 DUT to the controller: See step 2.
(Opt.) DTCP_CipherStatus(...)
Authentication state should be “Full

authentication”
Step 7 Sink to the source YES, go to next step
DTCP_Control.StartResult(CHALLENGE) Wrong address, err. 1.1

A
Wrong command, err. 1.1.2
Invalid parameter, err. 1.1.3
Time out, warning 1.1.20
Wrong key, warning 1.1.21

! Message appears every 100ms until the end of the sequence.
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Step 8 Source to the sink (Optional): See step 4.
(Opt) DTCP_Control.Processing
Step 9 Source to the sink: YES, go to next step
DTCP_Control.Result(response) Wrong address, err. 1.1.1
Wrong command, err. 1.1.2
Invalid parameter, err. 1.1.3
Time out, warning 1.1.20
Wrong key, warning 1.1.21
Rejected, warning 1.1.22
Step 10 | Source to the sink: See step 7.
DTCP_Control.StartResult(CHALLENGE)
Step 11 | Sink to the source (optional): See step 4.
(Opt.) DTCP_Control.Processing
Step 12 | Sink to the source: See step 9.
DTCP_Control.Result(response)
Step 13 | Source to the sink: See step 7.
DTCP_Control.StartResult(RESPONSE)
Step 14 | Sink to the source (optional): See step 4.
(Opt.) DTCP_Control.Processing
Step 15 | Sink to the source: See step 9.
DTCP_Control.Result(response)
Step 16 | Sink to the source See step 7.
DTCP_Control.StartResult(RESPONSE)
Step 17 | Source to the sink (Optional): See step 4.
(Opt) DTCP_Control.Processing
Step 18 | Source to the sink: See step 9.
DTCP_Control.Result(response)
Step 19 | Source to the sink: See step 7.
DTCP_Control.StartResult(EXCHANGE_KEY)
Step 20 | Sink to the source (optional): See step 4.
(Opt.) DTCP_Control.Processing
Step 21 | Sink to the source: See step 9.
DTCP_Control.Result(response)
Step 22 | Go to SRM test SRM Successful, go to next step

SRM Unsuccessful, see specific SRM
error code.
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Step 23 | Sink to the controller: See step 4.
DTCP_StartProcess.Result
Step 24 | Sink to the source: DTCP_CipherStatus.Get(...) | Go to next step.
(Opt., if
DUT is a
source)
Step 25 | Source to the sink See step 2.
(Opt., if | DTCP_CipherStatus.Status(...)
DUT is a | Check available exchange key(s) and verify
source) |versus the expected status.
Check authentication state: should be
“Authenticated”
Step 26 | All supported EMI modes successfully tested? | Yes, go to next step.
No, go to step 1.
Step 27 | All SRM cases successfully tested ? Yes, go to next step.
No, go to step 1.
Step 28 | Go to Content Key Request test. Content key request successful, end of
test, DUT ok (opt. go to next step).
Content key request unsuccessful:
return specific error code.
Step 29 | Sink to the source: DTCP_CipherStatus.Get(...) | Go to next step.
(Opt., if
DUT is a
source)
Step 30 | Source to the sink YES, end of test DUT ok.
(Opt., if | DTCP_CipherStatus.Status(...) Wrong address, err. 1.1.1
DUT is a | Check authentication state: should be Wrong command, err. 1.1.2
source) | “Authenticated” Invalid parameter, err. 1.1.3.
DUT ok 1.1.0 Success

DUT error 1.1.1

Message sent to the wrong node.
Return 1.1.1(step)

DUT error 1.1.2

Wrong command
Return 1.1.2(step)

DUT error 1.1.3

One or more invalid parameters.
Return 1.1.3(step,[parameter])

DUT warning 1.1.20

Process timed out.
Return 1.1.20(step)

DUT warning 1.1.21

Wrong key.
Return 1.1.21(step)

DUT warning 1.1.22

Command rejection.
Return 1.1.22(step)

Table 3-2: Full Authentication Test Procedure
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3.3.1.2 Restricted Authentication

Name of test

Restricted authentication

Reference documents

MOST Content protection scheme rev 1.1-09
DTCP supplement B: mapping DTCP to MOST
DTCP specification volume 1 (v1.3), informational version

Reference to core function

Restricted authentication sequence.
SRM update
Content key request

Motivation, Matter of interest

This test procedure checks the restricted authentication procedure.
SRM sequence and content key request tests are included.

Device type

DTCP source/sink

General / Prerequisite

The test should be ran for each EMI mode (copy-never, copy once
etc.) supported.
This test shall be ran under following conditions:

- Both SRM versions are same.

- SRM version of the source is newer than SRM version of the sink
- SMR version of the sink is newer than SRM version of the source
Test sequence/Test flow-chart

Action Result
Step 1 Controller to the DUT: Go to next step.
(Opt.) DTCP_CipherStatus.Get()
Step 2 DUT to the controller: YES, next step
(Opt.) DTCP_CipherStatus(...) Wrong address, err. 1.2.1
Authentication state should be Wrong command, err. 1.2.2
“Unauthenticated” Invalid parameter, err. 1.2.3
Step 3 Controller to the sink: See step 2.
DTCP_StartProcess.StartResult
Step 4 Sink to the controller: YES, next step
(Opt) DTCP_S’(artProcess.Processing2 Wrong address, err. 1.2.1
Wrong command, err. 1.2.2
Invalid parameter, err. 1.2.3
Time out, warning 1.2.20
Step 5 Controller to the DUT: Go to next step.
(Opt.) DTCP_CipherStatus.Get()
Step 6 DUT to the controller: See step 2.
(Opt.) DTCP_CipherStatus(...)
Authentication state should be “Restricted
authentication”
Step 7 Sink to the source YES, next step
DTCP_Control.StartResult(CHALLENGE) Wrong address, err. 1.2.1
Wrong command, err. 1.2.2
Invalid parameter, err. 1.2.3
Time out, warning 1.2.20
Wrong key, warning 1.2.21.
Step 8 Source to the sink (Optional): See step 4.
(Opt) DTCP_Control.Processing

2 This message appears every 100ms until the end of the sequence.
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Step 9 Source to the sink: YES, next step
DTCP_Control.Result(response) Wrong address, err. 1.2.1

Wrong command, err. 1.2.2
Invalid parameter, err. 1.2.3
Time out, warning 1.2.20
Wrong key, warning 1.2.21
Rejected, warning 1.2.22

Step 10 | Source to the sink: See step 7.
DTCP_Control.StartResult(CHALLENGE)

Step 11 | Sink to the source (optional): See step 4.
(Opt.) DTCP_Control.Processing

Step 12 | Sink to the source: See step 9.
DTCP_Control.Result(response)

Step 13 | Sink to the source See step 7.
DTCP_Control.StartResult(RESPONSE)

Step 14 | Source to the sink (Optional): See step 4.
(Opt) DTCP_Control.Processing

Step 15 | Source to the sink: See step 9.
DTCP_Control.Result(response)

Step 16 | Source to the sink: See step 7.
DTCP_Control.StartResultf(EXCHANGE_KEY)

Step 17 | Sink to the source (optional): See step 4.
(Opt.) DTCP_Control.Processing

Step 18 | Sink to the source: See step 9.
DTCP_Control.Result(response)

Step 19 | Go to SRM test SRM Successful, go to next step
SRM Unsuccessful, see specific SRM
error code.

Step 20 | Sink to the controller: See step 4.

DTCP_StartProcess.Result

Step 21 | Sink to the source: DTCP_CipherStatus.Gef(...) | Go to next step.
(Opt., if
DUT is a
source)

Step 22 | Source to the sink See step 2.
(Opt., if | DTCP_CipherStatus.Status(...)

DUT is a | Check available exchange key(s) and verify
source) |versus the expected status.

Check authentication state:

Should be “Authenticated”
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Step 23 | All EMI modes successfully tested? Yes, go to next step.
No, go to step 1.

Step 24 | All SRM cases successfully tested ? Yes, go to next step.
No, go to step 1.

Step 25 | Go to Content Key Request test. Content key request successful, end of
test, DUT ok (opt. go to next step).
Content key request unsuccessful:
return specific error code.

Step 26 | Sink to the source: DTCP_CipherStatus.Get(...) | Go to next step.

(Opt., if

DUT is a

source)

Step 27 | Source to the sink YES, end of test DUT ok.

(Opt., if | DTCP_CipherStatus.Status(...) Wrong address, err. 1.2.1

DUT is a | Check authentication state: Wrong command, err. 1.2.2

source) | Should be “Authenticated” Invalid parameter, err. 1.2.3

DUT ok 1.2.0 Success

DUT error 1.2.1

Message sent to the wrong node.
Return 1.2.1(step)

DUT error 1.2.2

Wrong command
Return 1.2.2(step)

DUT error 1.2.3

One or more invalid parameters.
Return 1.2.3(step,[parameter])

DUT warning 1.2.20

The answer was not sent in time.
Return 1.2.20(step(s))

DUT warning 1.2.21

Wrong key.
Return 1.2.21(step)

DUT warning 1.2.22

Command rejected.
Return 1.2.22(step)

Table 3-3: Restricted Authentication Test Procedure
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3.3.1.3 Content Key Request

Name of test

Content Key request

Reference documents

MOST Content protection scheme rev. 1.1-09
DTCP supplement B: mapping DTCP to MOST
DTCP specification volume 1 (v1.3), informational version

Reference to core function

Content key request
Full authentication

Motivation, Matter of interest

This test will usually not run independently from the authentication
test. However, some devices might support that feature.

Whether data can be correctly played back after this sequence is
not in the scope of this test. Please check the data packing /
unpacking section for that purpose.

Device type

DTCP source/sink

General / Prerequisite

There is already an exchange key available for the communication
between source and sink.

Action Result
Step 1 If an external controller is used. YES, go to next step.
(Opt) Controller to the source: Wrong address, err. 1.3.1
DTCP_Info.Get Wrong command, err. 1.3.2
Invalid parameter, err. 1.3.3
Step 2 If an external controller is used. YES, go to next step
(Opt) Source to the controller: Wrong address, err. 1.3.1
DTCP_Info.Status Wrong command, err. 1.3.2
Invalid parameter, err. 1.3.3
Time out, warning 1.3.20
Step 3 Controller to the sink See step 2.
DTCP_ContentKeyProcess.StartResult
Step 4 Sink to the controller: See step 2.
(Opt) DTCP_ContentKeyProcess.Processing®
Step 5 Sink to the source: Go to next step.
(Opt., if | DTCP_CipherStatus.Gef(...)
DUT is a
source)
Step 6 Source to the sink See step 2.
(Opt., if | DTCP_CipherStatus.Status(...)
DUT is a | Check authentication state:
source) | Should be “Send content channel key”
Step 7 Sink to the source YES, go to next step
DTCP_Control.StartResult(CONTENT_KEY_ | Wrong address, err. 1.3.1
REQ) Wrong command, err. 1.3.2
Invalid parameter, err. 1.3.3
Time out, warning 1.3.20
Wrong key, warning 1.3.21
Step 8 Source to the sink (Optional): See step 2.
(Opt) DTCP_Control.Processing

® This message appears every 100ms until the end of the sequence.
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Step 9 Source to the sink: YES, got to next step
DTCP_Control.Result(response) Wrong address, err. 1.2.1

Wrong command, err. 1.2.2
Invalid parameter, err. 1.2.3
Time out, warning 1.2.20
Wrong key, warning 1.2.21
Rejected, warning 1.2.22
Step 10 | Sink to the source: YES, end of test DUT Ok.
DTCP_ContentKeyProcess.Result Wrong address, err. 1.2.1
Wrong command, err. 1.2.2
Invalid parameter, err. 1.2.3

Time out, warnincl; 1.2.20

DUT ok 1.3.0 Success

DUT error 1.3.1 Message sent to the wrong node.
Return 1.3.1(step)

DUT error 1.3.2 Wrong command.
Return 1.3.2(step)

DUT error 1.3.3 One or more invalid parameters.

Return 1.3.3(step,[parameter])
DUT warning 1.3.20 | Process timed out.

Return 1.3.20(step).

DUT warning 1.3.21 | Wrong key.

Return 1.3.21(step).

DUT warning 1.3.22 | Command rejected.

Return 1.3.22(step)

Table 3-4: Content Key Request Test Procedure
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3.3.1.4 SRM Update

Name of test

SRM update

Reference documents

MOST Content protection scheme rev. 1.1-09
DTCP specification volume 1 (v1.3), informational version

Reference to core function

SRM update

Motivation, Matter of
interest

This test checks the correct behavior of the device under test during
the SRM update.

Device type

Source / sink

General / prerequisite

This test shall run in the following different cases:
- Both SRM versions are same.
- SRM version of the source is newer than SRM version of the sink

- SMR version of the sink is newer than SRM version of the source

Action Result
Step 1 | If SRM (DUT) newer than NA
SRM(tester) go to step 2
Else go to step 5
Step 2 | Source to the sink: YES, got to next step
DTCP_Control.StartResult(SRM) Wrong address, err. 1.4.1
Wrong command, err. 1.4.2
Invalid parameter, err. 1.4.3
Time out, warning 1.4.20
Wrong key, warning 1.4.21.
Step 3 | Sink to the source (optional): YES, got to next step
(Opt.) DTCP_Control.Processing Wrong address, err. 1.4.1
Wrong command, err. 1.4.2
Invalid parameter, err. 1.4.3
Time out, warning 1.4.20
Step 4 | Sink to the source: YES, DUT Ok, end of test.
DTCP_Control.Result(response) Wrong address, err. 1.4.1
Wrong command, err. 1.4.2
Invalid parameter, err. 1.4.3
Time out, warning 1.4.20
Wrong key, warning 1.4.21.
Rejected, warning 1.4.22
Step 5 | If SRM(sink) newer than NA
SRM(source) go to step 6
Else go to step 9
Step 6 | Sink to the source: See step 2.
DTCP_Control.StartResult(SRM)
Step 7 | Source to the sink (optional): See step 3.
(Opt.) DTCP_Control.Processing
Step 8 | Source to the sink: See step 4.
DTCP_Control.Result(response)
Step 9 | Identical SRM versions: YES, DUT OK, end of test.
No SRM message. NO, wrong behavior, err. 1.4.5.
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Test results

DUT ok 1.4.0 Success

DUT error 1.4.1 Message sent to the wrong node.
Return 1.4.1(step)
DUT error 1.4.2 Wrong command
Return 1.4.2(step)
DUT error 1.4.3 One or more invalid parameters.
Return 1.4.3(step,[parameter])
DUT error 1.4.5 SRM sequence triggered but the SRM version numbers are identical.
Return 1.4.5.

DUT warning 1.4.20 | The answer was not sent in time.
Return 1.4.20(step)

DUT warning 1.4.21 | Wrong key.

Return 1.4.21(step)

DUT warning 1.4.22 | Command rejected.

Return 1.4.22(step)

Table 3-5: SRM Update Test Procedure
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3.3.1.4.1 Example

Step 1 (First full authentication test )

Device SRM v.2 SRM v.2
under test
Overwrite
Tester SRM v.1 SRM v.2
Step 2 (Second full authentication test )
Device SRM v.2
under test v SRMv.3
Overwrite
Tester SRM v.3 SRM v.3
Step 3 (Third full authentication test )
Device SRM v.3
under test SRMv.3
No SRM
exchange.
Tester SRM v.3 SRMv.3

Figure 3-2: SRM Test Example
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3.3.2 Data Packing and Unpacking

3.3.2.1 Generic Synchronous Format

Name of test

Generic synchronous format

Reference documents

MOST protection scheme rev 1.1-09 chapter 4.2
MOST stream transmission rev. 1.06 chapter 6.2
DTCP volume 1 supplement B.

Reference to core function

Generic synchronous format

Motivation, Matter of interest

The test is used to verify the correct format of MOST packets on
the bus.

Device type

Source / Sink

General/prerequisite

test houses, and consequently optional.

Test content: see chapter ,3.2.2.2 Test Content” for a description
of the data sent or received by the device under test.

Data channels: the test is described for one channel. Each data
channel used in the application shall be tested.

Test packet formats:

The format and content of the test packets is defined in the MOST
stream transmission, chapter 6.2 and in the MOST protection
scheme chapter 4.2. A device transporting a given content type
must pass this test with the corresponding packet format.

Note: the test for the sink data-unpacking is only possible with
specially prepared development devices, therefore not suited for

Action Result
Step 1 If the device under test is a Go to next step.
source, go to step 2 else go to
step 7.
Step 2 A communication is initiated Go to next step.
between source and sink.
Step 3 Verification of packet size. Synchronous packets on the bus.
Source encrypts test data. Correct format: go to next step.
Wrong header, err. 2.1.5
Wrong packet size, err. 2.1.7
Step 4 Verification of encryption frame Synchronous packets on the bus
(Opt., if size. Correct format, go to next step.
supported | Source encrypts test data. Wrong header, err. 2.1.9
by the Wrong encryption frame size, err. 2.1.8
tester)
Step 5 Verification of info bytes received | Correct info bytes, end of test, DUT Ok.
by the tester. Wrong format of info bytes, err. 2.1.5
Step 6 All available formats tested? Yes, end of test, DUT ok (opt. go to next step).
No, set next format and go to step 2
Step 7 For each format supported by the | Go to next step.
(Opt., for | device under test, tester transmits
development | the test data.
only)
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DUT ok 2.1.0

Step 8 Check data at sink’s side EMI interpreted correctly, Correct decoding, go
(Opt., for to step 5
development Error in data log, err. 2.1.9
only)
Step 9 All available formats tested? YES, end of test, DUT ok
(Opt., for NO, set next format and go to step 7.
development

onlii

Success.

DUT error 2.1.5

Wrong header.
Return 2.1.5 (step,[parameter]).

DUT error 2.1.6

Wrong info bytes.
Return 2.1.6 (step, [info in: info out]).

DUT error 2.1.7

Wrong packet size.
Return 2.1.7 (format).

DUT error 2.1.8

Wrong encryption frame size.
Return 2.1.8 (stream type)

DUT error 2.1.9

Wrong decoded data.
Return 2.1.9 (channel, pattern, [data in: data
out)).

Table 3-6: Generic Synchronous Packet Format
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3.3.2.1.1 Example
3.3.2.1.1.1 Device under Test is a Source
Step 3:
Source: C) Tester
outputs
HOS“ ¢
Spy:
check packet format
(header and packet
size)
Step 4:
Source: Q Tester
outputs
!YOS“ ¢
Spy:
Check header [opt.
encryption frame size]
Step 5:
Source: Tester:
pattern v bytes
Spy
Figure 3-3: Source Testing by Packing
3.3.2.1.1.2 Device under Test is a Sink
Step 8: Compares q Data log
TData output
Test Sink
oputs | >
test
pattern. l
Spy
Figure 3-4: Sink Testing by Unpacking
MOSTCO Confidential
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3.3.2.2 Generic Packet Data Format

Name of test Generic packet format

Reference documents MOST protection scheme rev 1.1-09 chapter 4.1

MOST stream transmission rev. 1.06 chapter 6.2

DTCP volume 1 supplement B.

Reference to core function Generic isochronous format

Motivation, Matter of interest | The test is used to verify:

- the correct format of MOST packets on the bus

- the integrity of the complete data path (check output versus input).
Device type Source / Sink

General/prerequisite Test content: see chapter ,3.2.2.2 Test Content* for a description
of the data sent or received by the device under test.

Data: the data of the six test streams shall be correctly streamed
on MOST to pass the test.

Test packet formats:

The format and content of the test packets is defined in the MOST
stream transmission, chapter 6.2 and in the MOST protection
scheme chapter 4.2.

Note: the test for the sink data-unpacking is only possible with
specially prepared development devices, therefore not suited for

test houses, and consequently optional.

Action Result
Step 1 If the device under test is a Go to next step.
source, go to step 2 else go to
step 6

Step 2 A DTCP data transfer is started Go to next step.
between source and sink.

Step 3 Verification of packet size. Isochronous frames on the bus.
Source encrypts test stream. Correct format: go to next step.
Wrong header, err. 2.2.5
Wrong packet size, err. 2.2.7

Step 4 Verification of encryption frame Isochronous packets on the bus
(Opt., if size. Correct format, go to next step.
supported | Source encrypts test stream. Wrong header, err. 2.2.9
by the Wrong encryption frame size, err. 2.2.8
tester)
Step 5 Verification of info bytes received | Correct info bytes, end of test, DUT Ok.
by the tester. Wrong format of info bytes, err. 2.2.5.
Step 6 Tester transmits the test stream. | Go to next step.
(Opt., for
development
only)
Step 7 Check data at sink’s side EMI interpreted correctly, correctly decoded data,
(Opt., for end of test, DUT Ok.
development Error in data output, err. 2.2.9
onl
DUT ok 2.2.0 Success.
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DUT error 2.2.5 Wrong header.
Return 2.2.5 (step,[parameter]).
DUT error 2.2.6 Wrong info bytes.
Return 2.2.6 (step, [info in: info out]).
DUT error 2.2.8 Wrong encryption frame size.
Return 2.2..8 (stream type, stream data)
DUT error 2.2.9 Wrong decoded data.
Return 2.2.9 (stream type, stream data, [data in:
data out]).

Table 3-7: Generic Packet Format

3.3.3 Error Cases

3.3.3.1 Error Behavior (Device under Test is a Source)

Name of test Error behavior

Reference documents MOST protection scheme rev 1.1-09.

DTCP volume 1 supplement B.

Reference to core function | Command rejection, Behavior upon reception of an error message.

Motivation, matter of Test the behavior of the device under test in case of an error.
interest

Device type Source

Generallprerequisite Following cases are tested:

- reaction of the source upon reception of an invalid command
during authentication
- reaction of the source upon reception of an error message from the
sink.
- cipher error in the sink.

Test sequence

Action Result
Step | Controller starts an authentication. NA
1 Sink sends DTCP_Control.StartResult(invalid
command)

Step | Source reacts with DTCP_Control.Error(rejected) | YES, go to next step.

2 No, err. 3.1.10
Wrong address, err. 3.1.1
Wrong command, err. 3.1
Invalid parameter, err. 3.1
Time out, warning 3.1.20

2
3

Step | Controller to the source: Go to next step.
3 DTCP_CipherStatus.Get()
(Opt.)
Step | Source to the controller: Valid, go to next step
4 DTCP_CipherStatus.Status(...) Wrong address, err. 3.1.1
(Opt.) | Check the status content. Should be Wrong command, err. 3.1.2
“‘unauthenticated”. Invalid parameter, err. 3.1.3
Time out, warning 3.1.20
Step | Controller starts an authentication. NA

5 Source sends its challenge.
Sink answers:
DTCP_Control.Error(rejected)

Step | Source breaks current authentication. YES, go to next step.
6 No, err. 3.1.10
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Step | Source and sink start complete authentication Go to next step.
7 and start exchanging data.
(Opt.) | Sink sends to source:
DTCP_CipherStatus.CipherError(DecodingError)
Step | Source stops operations YES, end of test, DUT ok.
8 No, err. 3.1.10.
(Opt.)
DUT ok 3.1.0 Success
DUT error 3.1.1 Message sent to the wrong node. Return 3.1.1(step)
DUT error 3.1.2 Wrong command. Return 3.1.2(step)
DUT error 3.1.3 One or more wrong parameters. Return
3.1.3(step,[parameter])
DUT error 3.1.10: The device does not reject a command with wrong
parameters.
Return 3.1.10(command,[parameters list])
Warning 3.1.20: The answer was not sent in time.
Return 3.1.20(command).

Table 3-8: Error Behavior, Device under Test is a Source

3.3.3.1.1 Example: Invalid Subfunction Call

Source Sink
... Authentication ongoing...
DTCP_Control.StartResult(OxFF)

(Invalid command)

DTCP_Control.Error(rejected)

DTCP_StartProcess.Error

v Error recovery (system dependant)

Figure 3-5: Invalid Subfunction Call
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3.3.3.2 Error Behavior (Device under Test is a Sink)

Name of test Error behavior
Reference documents MOST protection scheme rev 1.1-09.
DTCP volume 1 supplement B.
Reference to core function Command rejection, behavior upon reception of an error message.
Motivation, matter of interest | Test the behavior of the device under test in case of an error.
Device type Sink
General/prerequisite Following cases are tested:
- reaction of the sink upon reception of an invalid command during
authentication
- reaction of the sink upon reception of an error message from the
source during authentication and content key exchange.

Test sequence
Action Result

Step | Controller starts an authentication. NA
1 Source sends
DTCP_Control.StartResult(invalid command)

Step | Sink reacts with DTCP_Control.Error(rejected) | YES, go to next step.

2 No, err. 3.2.10
Wrong address, err. 3.2.1
Wrong command, err. 3.2.2
Invalid parameter, err. 3.2.3
Time out, warning 3.2.20

Step | Sink to the controller: See step 2.
3 DTCP_StartProcess.Error

Step | Controller to the sink: Go to next step.
4 DTCP_CipherStatus.Get()
(Opt.)
Step | Sink to the controller: Valid, go to next step
5 DTCP_CiperhStatus.Status(...) Wrong address, err. 3.1.1
(Opt.) | Check the status content. Wrong command, err. 3.1.2
Should be “unauthenticated”. Invalid parameter, err. 3.1.3
Time out, warning 3.1.20
Step | Controller starts an authentication. Go to next step.

6 Sink sends its challenge.
Source answers:
DTCP_Control.Error(rejected)

Step | The sink breaks the current authentication. Yes go to next step,
7 No error 3.2.10
Step | Sink to the controller: See step 2.
8 DTCP_StartProcess.Error
Step | Controller starts an authentication. Go to next step.
9 After completion, controller starts content key
processing.

Sink sends its key request command.
Source answers
DTCP_Control.Error

Step | Sink to the controller: YES, go to next step,.

10 | DTCP_ContentKeyProccess.Error Wrong address, err. 3.2.1
Wrong command, err. 3.2.2
Invalid parameter, err. 3.2.3
Time out, warning 3.2.20.
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Step | Source and sink start complete authentication | Go to next step.
11 | and start exchanging data.

(Opt.) | Source sends to sink:

DTCP_CipherStatus.CipherError(EncodingError

)

Step | Sink to the controller: YES, go to next step,
12 | DTCP_StartProcess.Error. Wrong address, err. 3.2.1
(Opt.) Wrong command, err. 3.2.2

Invalid parameter, err. 3.2.3
Time out, warning 3.2.20.

Step | Sink stops operations YES, end of test, DUT ok.
13 No, err. 3.2.10.

(Opt.)

DUT ok 3.2.0 Success

DUT error 3.2.1 Message sent to the wrong node. Return
3.2.1(step)

DUT error 3.2.2 Wrong command. Return 3.2.2(step)

DUT error 3.2.3 One or more wrong parameters. Return
3.2.3(step,[parameter])

DUT error 3.2.10: The device does not reject a command

with wrong parameters.

Return 3.2.10(command,[parameters list])
Warning 3.2.20: The answer was not sent in time.

Return 3.2.20(command).

Table 3-9: Error Behavior (Device under Test Is a Sink)
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4 Compliance Matrix

Check boxes: M1, []

Full O
authentication
Restricted .
authentication
SRM update n
Restricted .
authentication

Generic
synchronous
format

Generic packet
format

O|o|o O

Error behavior

Table 4-1: Compliance Matrix
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