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1 Introduction

1.1 Scope

This document defines mechanisms for evaluation of diagnostic information, which is stored in all
MOST nodes, by a central component in a MOST network [1].

1.2 Definitions

Term Description
Cu Critical Unlock, according to the MOST Specification [1].
Initial CU The initial CU that occurred in the MOST system; it has to be localized by the

central component.

Detected CU

The CU that is detected locally by a MOST node and the occurrence of which is
stored by the node.

Reported CU

A MOST node sends NetBlock.ShutDownReason. Status where parameter
SSOCUStatus equals “Critical Unlock”.

MOST segment

MOST node MOST node
MOST Network MOST Network
Interface Controller Interface Controller

5 5
Clock § § Clock
recovery g g recovery
o o
MOST segment

One MOST segment starts after the clock recovery [4] of a MOST node and ends
after the clock recovery of the next MOST node in direction of the MOST signal.

No fault report

A MOST node sends NetBlock.ShutDownReason. Status where parameter
SSOCUStatus equals “No fault saved".

SSO

Sudden Signal Off, according to the MOST Specification [1].

Initial SSO

The initial SSO that occurred in the MOST system; it has to be localized by the
central component.

Detected SSO

The SSO that is detected locally by a MOST node and the occurrence of which is
stored by the node.

Reported SSO

A MOST node sends NetBlock.ShutDownReason. Status where parameter
SSOCUStatus equals “Sudden Signal Off".

System State

State of the MOST network (refer to the MOST Specification [1])

Specification
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2 Overview

The MOST Specification [1] requires from each MOST node the storage of certain MOST network
errors (e.g., Sudden Signal Off and Coding Errors). When checking the MOST network, these locally
stored errors are gathered by a central component. To localize the root cause of a MOST network
error, these gathered errors are evaluated. After evaluation, the locally stored values are reset to a
default value.

Ring Break Diagnosis

Ring Break Diagnosis, which is specified in the MOST Specification [1], can only localize defective
MOST segments if Stable Lock cannot be obtained. Ring Break Diagnosis is outside the scope of this
document and mentioned solely for reasons of differentiation.

Evaluation of SSO and CU reports

Through the evaluation of reported Sudden Signal Off and Critical Unlock errors (refer to chapter 3),
the defective MOST segment can be localized; the successful evaluation of SSO and CU reports
requires a Stable Lock and a change from System State NotOK to System State OK.

Coding Error Counter Evaluation

To localize MOST segments with disturbed communication, this document specifies a mechanism for
the evaluation of the Coding Error Counter that is implemented in every MOST node; this requires a
Stable Lock and a System State OK.

Specification © Copyright 1999 - 2009 MOST Cooperation CONFIDENTIAL
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3 Evaluation of Sudden Signal Off and Critical
Unlock Reports

The purpose of SSO and CU report evaluation is to locate the origin of those errors; the origin, or in
other words the defective MOST segment, is where the “initial SSO” or “initial CU” exists.

To succeed in locating the defective segment, information about the “detected SSO” or “detected CU”
is needed. Therefore, individual MOST nodes locally store the occurrence—or rather detection—of
SSO and CU errors. This information is retrieved when the MOST nodes answer to requests from the
central component that performs the evaluation.

The central component uses the MOST property “NetBlock.ShutDownReason” to collect the
information that is stored locally in the nodes of the MOST network about these errors. When a MOST
node replies to a ShutDownReason request and reports that an SSO or CU error occurred, this is
referred to as the “reported SSO” or “reported CU”.

Through evaluation of the reports, the central component is able to localize the “initial” defective
MOST segment.

It is important to distinguish between “initial” and “detected” errors because in terms of availability of
the MOST signal, every MOST node only sees its part of the MOST network and therefore the local
view of every node, the detected SSO or CU, might not match what the evaluation is focusing on,
namely the initial SSO or CU. This differentiation is especially important when more than one node
reports an error.

It is further required to distinguish between “detected” and “reported” errors because the detection and
the report in many cases do not take place in close succession. The central component has to rely on
the reported SSO or CU because it cannot directly access the information about the detected SSO or
Cu.

Specification © Copyright 1999 - 2009 MOST Cooperation CONFIDENTIAL
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3.1 Query ShutDownReasons

In the following state chart, the evaluation by the central component is described.

System State NotOKj

System State = OK

System State = NotOK

System State OK

Waiting for
evaluation
trigger

tWaitForProperty

timeout to all nodes using si

A: Start tWaitForF'roperty

Waiting for
SSOCUStatus

All NetBlock.ShutDownReason. Status received

A: Evaluate collected SSOCUStatus

Evaluation trigger received
A: Send Netblock.ShutDownReason.Get

Netblock.ShutDownReason.Get

C: No NetBlock.ShutDownReason. Status(No result available)
A: Send Netblock.ShutDownReason.Set(No result available) using Broadcast

ngle cast
after last

-

/

Figure 3-1: SSO CU evaluation state chart

Notes:

= There is no check that NetBlock.ShutDownReason.Set(“No result available”) is executed by all
nodes correctly. If one node does not set the SSOCUStatus to “No result available”, there could

be a wrong result during the next evaluation.

» The SSOCUStatus evaluation works only with nodes having a DiaglD as introduced in [1].
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The trigger to start the SSO/CU report evaluation has to be defined by the System Integrator. The
following triggers may be possible:

= Defined time interval after transition to System State OK

» The avallability of the MOST system is reported by NetworkMaster.SystemAvail.Status(...)
(refer to the MOST Specification [1])

= After receiving NetBlock.ShutDown.StartAck(..., Query)

Table 3-1 describes the states and their transitions used in Figure 3-1.

State Description

System State NotOK This is the initial state where the central component is waiting for the
System State to get OK.

The transition to “Waiting for evaluation trigger” is taken when the
System State changes to OK.

System State OK This state is the parent state of “Waiting for evaluation trigger” and
“Waiting for SSOCUStatus”.

The state (including its child states) changes to “System State NotOK”
if the System State changes to NotOK.

Waiting for evaluation This state waits for the trigger to start sending the
trigger NetBlock.ShutdownReason.Get commands.

The state changes to “Waiting for SSOCUStatus” if a trigger to start the
evaluation is received. The central component sends
NetBlock.ShutDownReason.Get to every node (including the central
component itself) using unicast messages (node position or logical
node addressed).

In addition, the timer twairorrroperty IS Started, which is used to escape
from state “Waiting for SSOCUStatus” in case of lost
NetBlock.ShutDownReason. Status commands or reception of
NetBlock.ShutDownReason. Status(“No result available”).

Waiting for SSOCUStatus | This state waits for the incoming SSOCUStatus reports.

The state does not change if NetBlock.ShutDownReason. Status is
received while there are still outstanding
NetBlock.ShutDownReason. Status reports.

Also, the state does not change if NetBlock.ShutDownReason.Error is
received.

The state changes to “Waiting for evaluation trigger” if the timer
twaitForProperty EXPIres.

Also, the state changes to “Waiting for evaluation trigger” if all
NetBlock.ShutDownReason. Status were received and none of them
were NetBlock.ShutDownReason. Status(“No result available”). The
central node sends NetBlock.ShutDownReason. Set(“No result
available”) to all nodes using a broadcast message (“unblocking
broadcast” recommended) and performs the evaluation of the collected
SSOCUStatus (refer to section 3.2).

Note: The central component has to wait for
NetBlock.ShutDownReason. Status reports from all participating nodes
in order to avoid reception of NetBlock.ShutDownReason. Status
reports from the previous run in the following cycle.

Table 3-1: SSO CU state description
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3.2 Evaluation of ShutDownReasons

This section defines the evaluation of the NetBlock.ShutDownReason. Status reports received from the
nodes. The evaluation of NetBlock.ShutDownReason.Status reports must differentiate between SSO
and CU reports. Criteria which have to be considered by the evaluation are described in this section.

Due to its special role in the MOST system, the TimingMaster might report an SSO or CU that does
not reflect the actual situation; therefore, additional differentiations are necessary.
Additional use cases are listed in APPENDIX A: ShutDown Result Analysis.

Note: Initial SSOs or CUs occur during Error Shutdown caused by undervoltage (U..,) or over-
temperature. Depending on the definitions of the System Integrator, voltage drops that occur when the
engine of the vehicle is started (Error Shutdown caused by U,,,) may be excluded from the evaluation
of ShutDownReason reports.

3.2.1 Sudden Signal Off Evaluation

In the evaluation of SSO reports, the following definite statements can be made:

= |f a TimingSlave reports an SSO, the initial SSO error is in the MOST segment in front of the
TimingSlave.

= |f the TimingMaster reported an SSO and no TimingSlave reported an SSO or CU, the initial SSO
error is the MOST segment in front of the TimingMaster.

3.2.2 Critical Unlock Evaluation

In the evaluation of CU reports, the following statements can be made:

= Following the direction of the MOST signal, the MOST segment with the initial CU is between the
TimingMaster node and the first TimingSlave node that reported the CU.

= Depending on the system, there could be further CU reports because of sequential faults in other
MOST segments.

Specification © Copyright 1999 - 2009 MOST Cooperation CONFIDENTIAL
Page 12

Evaluation of Diagnostic Information by a Central Component Rev. 1.0
09/2009



MOST® MOST

Evaluation of Diagnostic Information by a Central Component COOPERATION

4 Evaluation of Coding Errors

MOST devices have to store the occurrence of Coding Errors (refer to [1]). The MOST property
“Diagnosis.CodingErrors”, which is specified in the MOST FBlock Library (refer to [2]), can be used to
read and write the CounterValue in each node. Through evaluation, the defective MOST segments
can be localized. In this chapter, the evaluation of Coding Errors by a central component is described.

After an internal request for performing a evaluation of Coding Errors, the central component uses
Diagnosis.CodingErrors.Set(...) to reset the Coding Error Counter in all nodes and to start the
counting.

In the next step, the central component waits for the time teuy. The timer teou is defined by the
System Integrator. If there is a restart of the MOST network during this phase, the evaluation of
Coding Errors has to be aborted and the defective MOST segment has to be localized with the
evaluation of Sudden Signal Off and Critical Unlock errors as described in chapter 3.

After expiration of the timer t.ou, the central component uses Diagnosis.CodingErrors.Get to read the
value of the Coding Error counter from each node and saves the values for the following evaluation.

Evaluation

During evaluation, the Coding Error CounterValues of each node are compared with a threshold which
is defined by the System Integrator. The following scenarios are possible:

a) Coding Error CounterValues of all nodes are below or equal to threshold
If there was no restart during the test, all MOST segments are okay.

b) Coding Error CounterValue of only one node is above threshold
If there was no restart during the test, the MOST segment in front of the node that reported the
CounterValue above the threshold is defective.

¢) Coding Error CounterValues of more than one node is above threshold (see Figure 4-1)
The defect is in the MOST segment in front of the node with the lowest node position that
reported a Coding Error CounterValue above the threshold. During this evaluation, the central
component has to know the position of each node in the MOST network. The TimingMaster is
in this consideration the last node in the MOST network.
One defective MOST segment can lead to Coding Error CounterValues above the threshold in
the following MOST segments, too, if the Coding Error CounterValue of the defective MOST
segment is extremely above the threshold or there are Unlocks in the defective MOST
segment. This implies that only one defect can be localized during one test run. If there is
another defective MOST segment, this can only be located with another test run after repairing
the first defect.

Specification © Copyright 1999 - 2009 MOST Cooperation CONFIDENTIAL
Page 13

Evaluation of Diagnostic Information by a Central Component Rev. 1.0
09/2009



MOST® MOST

Evaluation of Diagnostic Information by a Central Component COOPERATION

TimingMaster

Coding Error CounterValue = 3

TimingSlave TimingSlave
(node 5) (node 1)

Coding Error CounterValue = 5 Coding Error CounterValue = 0
TimingSlave TimingSlave
(node 4) (node 2)

Coding Error CounterValue = 7 Coding Error CounterValue = 2

TimingSlave
(node 3)

defective
MOST segment

Coding Error CounterValue = 1

Figure 4-1: Exemplary Coding Error CounterValues
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5 APPENDIX A: ShutDown Result Analysis Use
Cases

General information about the evaluation of NetBlock.ShutDownReason. Status reports is described in
section 3.2.

Note: In the following descriptions, MOST segments are identified in relation to MOST nodes. Those
relations are based on the direction of the MOST signal as it travels around the MOST ring.

If, for example, an error occurs “in front of node B”, the error is in the segment that represents the
MOQOST signal input for node B.

If, in another example, an error occurs “between the MOST nodes A and D’, it means that the error is
located in the MOST segments that transport the MOST signal from the MOST signal output of node A
to the MOST signal input of node D.

5.1 Evaluation of SSO Reports

5.1.1 No SSO

NetBlock.ShutDownReason.Status Report SSO Evaluation Result

No node answers with an SSO report. No SSO detected.

Table 5-1: Evaluation use case “‘no SSO error”
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5.1.2 Exactly One TimingSlave Reports an SSO

NetBlock.ShutDownReason.Status Report

SSO Evaluation Result

TimingSlave nodes

Exactly one TimingSlave node reports an SSO.
The other TimingSlave nodes report a CU or “no
fault saved”.

TimingMaster node
The TimingMaster node reports an SSO, CU, or
“no fault saved”.

There is an SSO in the MOST segment in front of
the TimingSlave that reported the SSO.

It cannot be determined if there was a CU in the
MOST segments between the TimingSlave that
reported the SSO and the TimingMaster.

It cannot be determined if there was an SSO in
the MOST segment in front of the TimingMaster.

TimingMaster

NetBlock.ShutDownReason. Status
(SSOCUResult #“No result available”)

TimingSlave 4

NetBlock.ShutDownReason.Status
(SSOCUResult = “Critical Unlock™)

TimingSlave 3

NetBlock.ShutDownReason. Status
(SSOCUResult = “No fault saved”)

SSO Evaluation result

TimingSlave 1

NetBlock.ShutDownReason. Status
(SSOCUResult = “No fault saved”)

initial SSO

TimingSlave 2

NetBlock.ShutDownReason.Status
(SSOCUResult = “Sudden Signal Off")

\4/

Figure 5-1: Example “TimingSlave node reports SSO”

— SSO error in MOST segment in front of TimingSlave 2
— No SSO error in MOST segment in front of TimingSlave 1, TimingSlave 3 and TimingSlave 4
— Not determinable if there was an SSO error in the MOST segment in front of the TimingMaster

Note: additionally, there could be a CU report from a TimingSlave node that is placed between the
TimingSlave node which reported the SSO and the TimingMaster node, if

— there was an SSO and CU error at the same time

— NetBlock.ShutDownReason.Set(“No result available”) was not executed correctly

Table 5-2: Evaluation use case “exactly one TimingSlave reports an SSO”
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5.1.3 Only the TimingMaster Reports an SSO

NetBlock.ShutDownReason.Status Report SSO Evaluation Result

TimingSlave nodes There is an SSO in the MOST segment in front of
All nodes report “no fault saved”. the TimingMaster.

TimingMaster node
The TimingMaster reports an SSO.

Table 5-3: Evaluation use case “only TimingMaster reports an SSO”
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5.1.4 More than One TimingSlave Node Reports an SSO

NetBlock.ShutDownReason.Status Report

SSO Evaluation Result

TimingSlave nodes

More than one TimingSlave node reports an
SSO.

The other TimingSlave nodes report a CU or “no
fault saved”.

TimingMaster node
The TimingMaster node reports an SSO, CU or
“no fault saved”.

There are SSO errors in all MOST segments in
front of the TimingSlaves that sent the SSO
reports.

It cannot be determined if there was a CU error
in the MOST segments in front of the
TimingSlaves that reported “no fault saved” and
that are placed between the TimingSlave with the
lowest node position that reported the SSO and
the TimingMaster.

It cannot be determined if there was an SSO in
the MOST segment in front of the TimingMaster.

TimingMaster

NetBlock.ShutDownReason. Status
(SSOCUResult #“No result available”)

TimingSlave 4

NetBlock.ShutDownReason.Status
(SSOCUResult = “Sudden Signal Off")

initial SSO

TimingSlave 3

NetBlock. ShutDownReason. Status
(SSOCUResult = “No fault saved”)

SSO Evaluation result

\</

Figure 5-2: Example “more than one TimingSlave node reports SSO”

— SSO error in MOST segments in front of TimingSlave 2 and TimingSlave 4
— No SSO error in MOST segment in front of TimingSlave 1 and TimingSlave 3
— Not determinable if there is an SSO error in the MOST segment in front of the TimingMaster

TimingSlave 1

NetBlock. ShutDownReason. Status
(SSOCUResult = “No fault saved”)

initial SSO

TimingSlave 2

NetBlock.ShutDownReason.Status
(SSOCUResult = “Sudden Signal Off")

Note: there could be more than one SSO report by TimingSlave nodes, if
— there had been more than one SSO error at the same time
— NetBlock.ShutDownReason.Set(“No result available”) was not executed correctly

Table 5-4: Evaluation use case “more than one TimingSlave node reports an SSO”
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5.2 Evaluation of CU Reports

5.2.1 No CU

NetBlock.ShutDownReason.Status Report CU Evaluation Result

No node answers with a CU report. No CU detected.

Table 5-5: Evaluation use case “no CU error”
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5.2.2 Exactly One TimingSlave Reports a CU

NetBlock.ShutDownReason.Status Report CU Evaluation Result

TimingSlave nodes The CU error is in one of the MOST segments
Exactly one TimingSlave node reports a CU. between the TimingMaster and the TimingSlave
The other TimingSlave nodes report “no fault that reported the CU, in direction of the MOST
saved”. signal.

TimingMaster node It cannot be determined if there was a CU error
The TimingMaster node reports an SSO, CU, or |in the MOST segments between the TimingSlave
“no fault saved”. that reported the CU and the TimingMaster.

TimingMaster

NetBlock. ShutDownReason. Status
(SSOCUResult #“No result available”)

TimingSlave 4 TimingSlave 1
NetBlock.ShutDownReason. Status NetBlock.ShutDownReason. Status
(SSOCUResult = “No fault saved”) (SSOCUResult = “No fault saved”)
initial CU

!
TimingSlave 3 TimingSlave 2
NetBlock.ShutDownReason.Status NetBlock.ShutDownReason. Status
(SSOCUResult = “Critical Unlock™) (SSOCUResult = “No fault saved”)

\4/

Figure 5-3: Example “exactly one TimingSlave node reports a CU”

CU Evaluation result

— CU error in MOST segment in front of TimingSlave 1 and/or TimingSlave 2 and/or TimingSlave 3

— Not determinable if there are CU errors in the MOST segments in front of TimingSlave 4 and the
TimingMaster

Table 5-6: Evaluation use case “exactly one TimingSlave reports a CU”
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5.2.3 Only TimingMaster Reports a CU

NetBlock.ShutDownReason.Status Report CU Evaluation Result

TimingSlave nodes The CU error could be in any MOST segment.
All nodes report “no fault saved”.

TimingMaster node
The TimingMaster reports a CU.

Table 5-7: Evaluation use case “only TimingMaster reports a CU”

Specification © Copyright 1999 - 2009 MOST Cooperation CONFIDENTIAL
Page 21

Evaluation of Diagnostic Information by a Central Component Rev. 1.0
09/2009



MOST®

Evaluation of Diagnostic Information by a Central Component

MOST

COOPERATION

5.2.4 More Than One TimingSlave Node Reports a CU

NetBlock.ShutDownReason.Status Report

CU Evaluation Result

TimingSlave nodes

More than one TimingSlave node reports a CU.
The other TimingSlave nodes report “no fault
saved”.

TimingMaster node
The TimingMaster node reports an SSO, CU, or
“no fault saved”.

A CU error is in one of the MOST segments
between the TimingMaster and the first
TimingSlave that reported the CU.

It cannot be determined if there was a CU error
in the MOST segments between the TimingSlave
with the lowest node position that reported the
CU and the TimingMaster.

TimingMaster

NetBlock.ShutDownReason. Status
(SSOCUResult #No result available”)

initial CU

.

' TimingSlave 4

NetBlock.ShutDownReason.Status
(SSOCUResult = “Critical Unlock™)

TimingSlave 3

NetBlock.ShutDownReason. Status
(SSOCUResult = “No fault saved”)

CU Evaluation result

TimingSlave 1

NetBlock.ShutDownReason.Status
(SSOCUResult = “Critical Unlock™)

TimingSlave 2

NetBlock.ShutDownReason. Status
(SSOCUResult = “No fault saved”)

\4/

Figure 5-4: Example “more than one TimingSlave node reports a CU”

— CU error in MOST segment in front of TimingSlave 1
— Not determinable if there are CU errors in the MOST segments in front of Timing Slave 2,
TimingSlave 3, TimingSlave 4, and the TimingMaster

Table 5-8: Evaluation use case “more than one TimingSlave node reports a CU”
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Notes:
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