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1 Introduction 
1.1 References 
All documents, which are referenced by this MOST document, are listed here along with their versions.  
 
 

Document Revision 
[1] MOST Specification 2.5 
[2] MOST Content Protection Scheme DTCP 

Implementation 
2.2 

[3] MOST Specification for Stream Transmission 1.3.1 

Table 1-1: Document references 

1.2 Purpose 
This document describes the measures used to increase DTCP stream transmission robustness in a 
disturbed environment. 

1.3 Description 
Problems with DTCP stream transmission can arise from  
 
− Errors in the DTCP packet structure 
− Errors in the DTCP packet header 
− Errors in the DTCP packet InfoBytes 
− Errors in the DTCP packet payload 
 
This document offers ways to remedy the effects of those errors. In particular, the DTCP Robustness 
application note aims at reducing or entirely eliminating fatal odd/even errors and helps to detect 
simple bit errors in the data area. 
 
 

The diagram below is based on the example that is included in the Content Protection Scheme DTCP 
Implementation Specification [2]. The arrows indicate which areas are covered by the measures 
detailed in this application note. 
 

Frame Byte [0] 
 

Byte [1] Byte [2] Byte [3] Byte [4] Byte [5] 

1 0x3C (0x00) Data [16] Data [17] Data [18] Data [19] 
2 0xB2 (0x00) Data [20] Data [21] Data [22] Data [23] 
3  DTCP (0x00) Data [24] Data [25] Data [26] Data [27] 
4 0x00 (0x00) Data [28] Data [29] Data [30] Data [31] 
5 (0x00) 0x07 Data [0] Data [1] Data [2] Data [3] 
6 (0x00) 0x22 Data [4] Data [5] Data [6] Data [7] 
7 (0x00) CCI Data [8] Data [9] Data [10] Data [11] 
8 (0x00) ISRC Data [12] Data [13] Data [14] Data [15] 
9 0x3C ISRC Data [16] Data [17] Data [18] Data [19] 

10 0xB2 (0x00) Data [20] Data [21] Data [22] Data [23] 
11 DTCP (0x00) Data [24] Data [25] Data [26] Data [27] 
12 0x00 (0x00) Data [28] Data [29] Data [30] Data [31] 
13 (0x00) 0x07 Data [0] Data [1] Data [2] Data [3] 
14 (0x00) 0x22 Data [4] Data [5] Data [6] Data [7] 
15 (0x00) CCI Data [8] Data [9] Data [10] Data [11] 
16 (0x00) ISRC Data [12] Data [13] Data [14] Data [15] 

SyncWord
Header EMI, odd/even 

bit 

InfoBytes 

Payload 

 

Figure 1-1: Robustness measures in DVD-Audio Stream Protected by MOST-DTCP 
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2 Robustness Measures 
The diagram on page 8 presents the details of the preventive measures and the reaction on certain 
DTCP errors. The diagram gives evidence of the different error causes. It is not intended to describe 
error detection. 
 
Packet structure errors 
Packet structure errors usually manifest themselves as SyncWord corruption. Bit errors within the non 
encrypted area occur and no DTCP Block will be recognized. 
The measure taken is to mute the data output. 
 
Packet header errors - odd/even bit change 
When packet header errors occur, the decipher engine may use the wrong (next) content key, which 
will, for example, lead to disturbed audio. 
The measure taken is to not change the content key if the odd/even bit change time is shorter than 30 
seconds. 
 
Note: Before every content key increment, the current content key is stored.  
 
Packet header errors - EMI errors 
When Encryption Mode Indicator (EMI) errors occur, the decipher engine might be using the wrong 
content key. 
The solution is to mute the data output. 
 
Note: If the EMI is corrupted, the associated frame will be damaged; however, the following frames 
will be valid again. 
 
Packet InfoBytes errors 
This group of errors is characterized by inconsistent InfoBytes after decryption where the InfoBytes 
remain defective for several DTCP packets. 
The measure taken is to mute the data output and retrieve the current nonce from the DTCP source. 
This is done through the use of DTCP_Control.StartResult (see the EstablishContentKeys MSC in the 
DTCP Content Protection Scheme Specification.) 
If the InfoBytes still remain defective, a new AKE is triggered. 
 
Packet payload errors 
The severity of content corruption differs depending on the type of content. For example, in streaming 
PCM data, bit errors that occur at low rates are often hardly audible. On the other hand, when 
streaming compressed data, a bit error might lead to the corruption of the complete packet. 
The solution is to mute the output if the data decoder recognizes errors in compressed data. 
Optionally, a detected error in an audio sample can be corrected by interpolation instead of muting. 
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Figure 2-1: DTCP robustness flowchart 

 



   

 
Specification Document © Copyright 1999 - 2008 MOST Cooperation     

  Page 9 
 

MOST®  
Application Note DTCP Robustness 

Application Note DTCP Robustness  07/2008 
 
  

Notes: 
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