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Legal Notice
COPYRIGHT

© Copyright 2001 - 2015 MOST Cooperation. All rights reserved.

LICENSE DISCLAIMER

Nothing on any MOST Cooperation Web Site, or in any MOST Cooperation document, shall be
construed as conferring any license under any of the MOST Cooperation or its members or any third
party's intellectual property rights, whether by estoppel, implication, or otherwise.

CONTENT AND LIABILITY DISCLAIMER

MOST Cooperation or its members shall not be responsible for any errors or omissions contained at
any MOST Cooperation Web Site, or in any MOST Cooperation document, and reserves the right to
make changes without notice. Accordingly, all MOST Cooperation and third party information is
provided "AS IS". In addition, MOST Cooperation or its members are not responsible for the content of
any other Web Site linked to any MOST Cooperation Web Site. Links are provided as Internet
navigation tools only.

MOST COOPERATION AND ITS MEMBERS DISCLAIM ALL WARRANTIES WITH REGARD TO
THE INFORMATION (INCLUDING ANY SOFTWARE) PROVIDED, INCLUDING THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, AND
NON-INFRINGEMENT. Some jurisdictions do not allow the exclusion of implied warranties, so the
above exclusion may not apply to you.

In no event shall MOST Cooperation or its members be liable for any damages whatsoever, and in
particular MOST Cooperation or its members shall not be liable for special, indirect, consequential, or
incidental damages, or damages for lost profits, loss of revenue, or loss of use, arising out of or
related to any MOST Cooperation Web Site, any MOST Cooperation document, or the information
contained in it, whether such damages arise in contract, negligence, tort, under statute, in equity, at
law or otherwise.

FEEDBACK INFORMATION

Any information provided to MOST Cooperation in connection with any MOST Cooperation Web Site,
or any MOST Cooperation document, shall be provided by the submitter and received by MOST
Cooperation on a non-confidential basis. MOST Cooperation shall be free to use such information on
an unrestricted basis.

TRADEMARKS

MOST Cooperation and its members prohibit the unauthorized use of any of their trademarks. MOST
Cooperation specifically prohibits the use of the MOST Cooperation LOGO unless the use is approved
by the Steering Committee of MOST Cooperation.

SUPPORT AND FURTHER INFORMATION
For more information on the MOST technology, please contact:

MOST Cooperation
Administration
Emmy-Noether-Str. 14
76181 Karlsruhe
Germany

Tel: (+49) (0) 721 966 50 00
E-mail: contact@mostcooperation.com
Web: www.mostcooperation.com
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This Specification is Confidential Information of the MOST
Cooperation. It may only be disclosed to member
companies. Member companies wishing to discuss these
Specifications with suppliers or other third parties must
ensure that a commercially standard form of non-disclosure
agreement has been previously executed by the party
receiving such Specifications. Use of these Specifications
may only be for purposes for which they are intended by the
MOST Cooperation. Unauthorized use or disclosure is a
violation of law.

© Copyright 2001 - 2015 MOST Cooperation
All rights reserved

MOST is a registered trademark
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1 Introduction

1.1 Purpose

The need for the protected and controlled distribution of digital content is the basis of the MOST
Content Security Specification. Several Content Protection schemes have been developed to protect
entertainment contents like video and audio data from unauthorized copying, intercepting, and
tampering during the transmission.

The purpose of this document is to specify common rules and procedures to support already
implemented and future Content Protection schemes. They may use some or all of the services
described in this specification. The intention is that each Content Protection scheme will be described
in a separate, but associated '"MOST ContentProtectionScheme XYZ' specification.

Appendix A: Content Protection Schemes lists the currently available Content Protection schemes. As
the need arises, additional schemes may be added to the list.

1.2 Related Documents

MOST (Media Oriented Systems Transport) Specification

1.3 Terms and Abbreviations

Sink The target of a data transfer
Source The source of a data transfer
Specification Document © Copyright 2001 - 2015 MOST Cooperation MOSTCO Confidential
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2 Operational Model
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Figure 2-1: Operational Model
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3 General requirements for security devices

3.1 Implementation

Each independent source or sink, located in different MOST devices or the same MOST device, must
implement its own encoder or decoder. So the functional address, that is, FBlockID and InstID, makes
every encoder or decoder unique in the MOST system. No additional labels are used for this purpose.

3.2 Device Functions

All MOST devices feature a common set of functions for administering synchronous and isochronous
connections. By using this command set, information about the devices can be gathered, allocation or
connection procedures can be initiated, etc.

Content Protection schemes use special mechanisms and protocols. To enable these specific
protocols, the standard functionality of a MOST device must be enhanced. This can be easily realized
by defining and implementing additional functions, to support such a specific Content Protection
scheme.

3.3 Extended Information

In many cases, the use of Content Protection schemes requires additional information exchange. For
example, before a connection can be built, both sides must know the used Content Protection scheme
plus scheme specific global parameters (if there are any).

This fits to the mechanisms of the standard MOST 'Sourcelnfo' and 'Sinkinfo' requests.
For example a device according MOST Specification Rev. 2.x could answer on such a request:
DataType: MPEG2_TransportStream with ContentProtectionSchemeXYZ

Parameters: BlockWidth, PacketLength

As shown above, the returned 'DataType' not only indicates that an isochronous MPEG-stream can be
delivered, but also the supported Content Protection scheme used to protect the data. The parameter
‘BlockWidth' describes the required number of bytes per MOST frame. The parameter 'PacketLength’
contains extended information about the packet size of the used ContentProtection scheme.

For example, a device according to MOST Specification Rev. 3.x could answer such a request:

DataType: MPEG2_TransportStream
ContentProtection: ContentProtectionSchemeXYZ
TransmissionClass: A/V Packetized Isochronous
TransmissionParameter: DataRate
Specification Document © Copyright 2001 - 2015 MOST Cooperation MOSTCO Confidential
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4 Appendix A: Content Protection Schemes

ContentProtectionScheme

DTCP

DTCP Volume 1 supplement B, mapping DTCP to MOST
(with M6 cipher), Rev 1.2
MOST _ContentProtectionScheme_DTCP_Implementation

(4]

DTCP

DTCP Volume 1 supplement H, mapping DTCP to MOST
(with AES-128 cipher), Rev 1.0
MOST _ContentProtectionScheme_ DTCP_Implementation

5]

HDCP

HDCP Interface Independent Adaptation Specification
MOST _ContentProtectionScheme HDCP_Implementation

(6]

Table 4-1: Available Content Protection Schemes
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5 Appendix B: Index of Figures
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6 Appendix C: Index of Tables
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